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HI, THIS 1S

YOUR SONS SCHOOL.
WE'RE HAVING SOME
(OMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN H WAY /

St

!

DID YOU REALLY
NAME YOUR SON
Robert’); DROP
TABLE Students; -~

~OH.YES UTILE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS:
I HOPE YOURE HAPPY.
g‘ AND T H(PE
- YOUVE LEARNED
TO SANMIZE YOUR
DATARASE INPUTE

http://xkcd.com/327/
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Static Analysis Tool Exposition (SATE) IV

Resources Note: We will update this poge duning the 5ATE process.

Bibliography

SRD

Call for participation

We invite participation from makers of static analysis tools that find weaknesses relevant to security.
FREE.

If you have any questions, please email Wadim Okun (vadim.okun@nist.gov).
Introduction

Static Analysis Tool Exposition (SATE) is designed to advance research (based on large test sets) in, anc
code. Briefly, participating tool makers run their tools on a set of programs. Researchers led by NIST ar
tool reports and analysis are made publicly available later.

SATE's purpose is NOT to evaluate nor choose the "best” tools. Rather, it is aimed at exploring the follo
prioritization. Its goals are:

= Toenahle empirical research based on large test sets,
= To encourage improvement of tools,

= To speed adoption of tocls by objectively demonstrating their use on real software.
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Welcome to the NIST SAMATE Reference Dataset Project

The purpose ofthe SAMATE Reference Dataset (SAD) is to provide users, researchers, and software security assurance tool developers with







Bad/Good: [Any... ~

Language : Any... ~

Type of Artifact : IAny...

El

*

Status : cangidate ™ Approved ¥

Weakness : IAny...

Code complexity : IAny...

Date: @ any O Before O After

(Format: M/drY)
use the calendar (nexticon).

| Search Test Cases |

O

1 &

CWE-254: Security Features
CWE-227: Failure to Fulfill APl Contract (API Abuse)
CWE-019: Data Handling
CWE-361: Time and State
CWE-398: Indicator of Poor Code Quality
CWE-470: Use of Externally-Controlled Input to Select Classes
CWE-465: Pointer Issues
CWE-411: Resource Locking Prohlems
CWE-401: Failure to Release Memory Before Removing Lastk
CWE-415: Double Free
CWE-416: Use After Free
CWE-417: Channel and Path Errors
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