800-37 Rev 1: What's the s:
what’s changed?
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The potential impact is

— The loss of confidentiali ould be expected to have a

[ /serious/ | erse effect on organizational
operations, organizational assets, or individuals.

AMPLIFICATION: A [ /serious/ ] adverse effect

means that, for example, the loss of confidentiality, integrity, or availability
might: (i) cause a [ / significant degradation/

] in mission capability to an extent and duration that the
organization [

/ 1s able to perform its primary
functions, but the effectiveness of the functions is significantly reduced/
]; (1) result in
[ /significant/ ] damage to organizational assets; (ii1) result in
| /significant/ ] financial loss; or (iv) result in [

/significant harm to individuals that does not involve loss of life
/

I










Managing Risk




SP 800-37 / SP 800-53A

Continuously track changes to the information
system that may affect security controls and
reassess control effectiveness

SP 800-37

Determine risk to agency operations, agency
assets, or individuals and, if acceptable,
authorize information system operation

SP 800-53A

Determine security control effectiveness (i.e.,
controls implemented comrectly, operating as
intended, meeting securty requirements)

Starting Point
FIPS 199 / SP 800-60

Define criticality /sensitivity of

information system according to

potential impact of loss

., |I
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SP 800-70

Implement security controls; apply
security configuration settings

FIPS 200 / SP 800-53

Select baseline (minimum) security controls to
protect the information system; apply tailoring
guidance as appropriate

SP 800-53 / SP 800-30

Use nsk assessment results to supplement the
tailored security control baseline as needed to
ensure adequate security and due diligence

SP 800-18

Document in the security plan, the security
reguirements for the information system and
the secunty controls planned or in place




Architecture Descriptio
Architecture Reference Models
Segment and Solution Architectures
Mission and Business Processes
Information System Boundaries

Step 6
MONITOR
Security Controls

Step 5
AUTHORIZE
Information System

STARTNG
POINT
Step 1
CATEGORIZE
Information System

Step 4
ACCESS
Security Controls

Organizational Inputs
Laws, Directives, Policy Guidance
Strategic Goals and Objectives
Priorities and Resource Availability
Supply Chain Considerations

Step 2
SELECT
Security Controls

Step 3
IMPLEMENT
Security Controls




RED RISK MANAGEMENT APPROAC

ODRGANIZATIO
(Governance)

TIER 2
MISSION / BUSINESS PROCESS

(Information and Information
Flows)

TIER 3
INFORMATION SYSTEM
(Environment of Operation)




Step 1: Categorize

Information system and the infor
based on impact.




ep 2. Select and Suppleme

Initial set of security controls from the c
ained in NIST SP 800-53, as Ame
based on the NIST 800-6
curity categorizati




Step 3: Implement

53 Control Famiy Name | icentter Class
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L L R
tandAutorzaion oA
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Step 4: Assess

curity controls using appropriate
ermine the extent to which
operating as inte




tep 5: Authorize to Operat

rocess that is distinct but interdepende
ssment. The decision is made by
consideration of the securit
Ing of the residu




ep 6: Continuous Monitori

assess selected security controls In
em on a continuous basis inclu
es to the system, cond




A&A Artifacts

Security Plan




Planning

ffort based on Security Categorization

e and Complexity



System Definition

1gement control




system Definition- con

Management Support
.e.




System Security Plan

5 the strategy for protecting information containe




System Security Plan

- System Identification

itle/ldentification Numb




Risk Assessment

SP 800-30
Characterization

ation




Risk Determination

of a given threat-source’s
1erability




ssessment Results Documer

al Risks
ant and

Threat
Likelihood

[ Potential __ ulnerability
Impact L




urity Control Assess

dance: 800-53/53A




Continuous Monitoring
atus Reporting and Documentati

ting and documentation during the continuous moni

Go Ahead ...
_ Make
e & One More
M. Change










MF Roles and Responsibilitie
- Chief Information Officer

hief Information Security Offi




MF Roles and Responsibilitie
- Authorizing Official

vel Executive with the authorit
sibility for operating an |




RMF Roles and Responsibilities
rizing Official Designated Represe

authorizing official’'s behalf in coordi
Ivities during the SLC

by the authorizin




RMF Roles and Responsibilities
- Chief Information Security Officer

Chief Information Officer responsi

| qualifications, |




RMF Roles and Responsibilities
- Information System Owner

r the overall procurement, dev

Ication, or operation and




RMF Roles and Responsibilities
nformation System Owner (contin

stem users and support perso
ity training (e.g., instructi




RMF Roles and Responsibilities
- Information Owner

ry or operational authority for specifie

Is for the information ge
Isseminatio




RMF Roles and Responsibilities
formation System Security Offi

ropriate operational security posture
an information system or progr

Ipal information syste




RMF Roles and Responsibilities
- Assessor

Independent assessment of the Sy
itiating security assessment acti

to which the co




RMF Roles and Responsibilities
- User Representatives

1/operational requirements
Ity requirements ar




RMF Roles and Responsibilities
- Common Control Provider

velopment, implementati




RMF Roles and Responsibilities
- Head of Agency

Ibility to provide security prot
risk to information a




MF Roles and Responsibilitie
- Risk Executive (Function)

Individual systems are vi




MF Roles and Responsibilitie
Information Security Archite

Architecture address




RMF Roles and Responsibilities
rmation System Security Engl

Ines InfoSec requirement




Change Summary

\&A (as part of RMF)

1Ization of CNSS, DoD, IC, and ci
SesS

Risk => Organizational Risk

SS => Domain, Dynamic and Exte
stems

ation => [nformation System




Contact Info

alson CISSP, CS

lance.kelson@gmail.com




Questions ?7?




